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1. Who we are and how to contact us
Springbank Health is the data controller for personal information processed by the practice. We provide NHS general practice services at Green Hammerton and Tockwith. Contact the practice through www.springbanksurgery.co.uk or via our usual surgery contact channels.
Data Protection Officer (named in our existing policy): Barry Jackson, N3i. Please ask the practice if you have a query about Data Protection and we will direct you to our practice manager, Danny Young. For information, Dr Richard Tatham, is the practice Information Governance Lead and Caldicott Guardian.
2. What information we collect and where it comes from
We hold information in electronic and, where relevant, paper records. This may include your name, contact details, NHS number, date of birth, demographic information, appointments, consultations, diagnoses, symptoms, medicines, allergies, investigations, test results, referrals, vaccinations, screening, care plans, relevant family and social information, and communication preferences.
We receive information from you and people acting appropriately on your behalf, as well as hospitals, laboratories, community services, pharmacies, out-of-hours services, social care and other professionals involved in your care. This allows us to maintain an accurate and up-to-date record.
3. Why we use your information and our lawful basis
We process information to provide direct healthcare, coordinate referrals and prescriptions, monitor conditions and medication, organise appointments and recalls, safeguard people, manage and improve our services, undertake clinical governance and audit, meet legal obligations and, where permitted, support public health, approved research and NHS planning.
For direct care and related NHS public tasks, we generally rely on UK GDPR Article 6(1)(e) (public task) and Article 9(2)(h) (health or social care). Other activities may rely on additional legal provisions, such as Article 6(1)(c) (legal obligation), Article 9(2)(i) (public health), Article 9(2)(j) (research and statistics) or, where genuinely applicable, Article 9(2)(a) (explicit consent). We also observe the common law duty of confidentiality and any relevant statutory requirements.
Consent to a particular optional activity (such as using Heidi during a consultation) is not the same as GDPR consent being the legal basis for our routine processing of medical records.
4. Your GP record and NHS systems
Our main GP clinical record is held in TPP SystmOne. Access is restricted according to staff roles and care needs, and we use secure systems, staff confidentiality requirements, access controls and audit arrangements. NHS Spine provides core national information needed to support NHS services, including patient registration details. Relevant information may be available through the Summary Care Record to help professionals provide safe care, including in emergencies.
You may discuss available sharing preferences and objections with us. Some sharing is needed to provide safe care or meet legal duties; an objection may affect the care we can provide, and some legally required disclosures cannot be prevented.
5. Sharing for direct care, safeguarding and legal duties
We may share information that is relevant and necessary with other clinicians and organisations involved in your care, including NHS hospitals, community teams, pharmacies, diagnostics, specialist services, out-of-hours services and other GP practices. We may disclose information for safeguarding children or adults, or where otherwise required or justified by law, including to protect people from serious harm. We consider necessity, proportionality and confidentiality when sharing information.
6. Computerised searches, risk identification and proactive care
We use clinical searches and appropriate digital tools to identify patients who may benefit from preventative care, disease-risk assessment, additional support, medicine monitoring or a planned review. Searches may use coded clinical information and relevant data received from other services. Our staff oversee findings and decide appropriate follow-up; these tools do not replace professional judgement.
7. Abtrace: automated recalls and monitoring
We use Abtrace to support our recall and monitoring processes, including identifying patients due or overdue for blood tests, diabetes reviews, respiratory reviews, blood pressure, weight or pulse checks, medicine monitoring and other reviews, such as heart failure care. The information used may include identifying and contact details, relevant diagnoses, medicines, test results and dates of previous monitoring.
Abtrace may help us send invitations and reminders, including SMS messages and secure response links. These may ask you to book a blood test or nurse appointment, send us a home measurement or use the monitoring equipment in our waiting rooms. We also use non-digital contact arrangements where appropriate, including for people who do not respond to or cannot use automated messages.
Learning disability health checks, NHS health checks, severe mental illness reviews, carer reviews and dementia reviews are currently arranged separately from the Abtrace automated recall workflows.
Abtrace supports identification and administration of recalls; our clinicians and practice staff remain responsible for decisions about monitoring and care. We use it as a supplier processing information on our behalf under data protection and security arrangements. The authoritative GP medical record remains within SystmOne.
You can tell us if you prefer not to receive routine automated SMS reminders or need an alternative communication method. This does not remove our responsibility to offer clinically appropriate monitoring. 
8. Heidi: AI-assisted consultation note-taking
Some clinicians use Heidi, an AI-assisted documentation tool, to help draft notes from a consultation. It can process speech to generate a transcript and draft clinical note. Your clinician reviews and corrects the draft and decides what is entered in SystmOne. Heidi does not independently diagnose, prescribe or make treatment decisions.
For the normal ambient-scribe workflow, audio is processed during the consultation and is not kept as a permanent audio recording. Text transcripts, draft notes and sessions remain briefly in Heidi and are checked for accuracy before transferring to the SystmOne medical record.
We use Heidi under practice information governance and clinical safety procedures, including assessments of privacy and patient safety. The supplier provides UK data-localisation arrangements.
You can ask your clinician not to use Heidi before or during the consultation, without affecting your access to care. The clinician can take notes in the usual way. If you have concerns about the note, contact the practice. Clinical errors or incidents are reviewed through our normal governance arrangements, including Significant Event Analysis where appropriate.
9. Research, service planning and national clinical audits
Health information may be used or shared for legitimate NHS service planning, public health, research and national clinical audits where there is an appropriate legal basis and the necessary confidentiality safeguards. Data may be coded, pseudonymised or anonymised where possible. We may also audit records within the practice to review safety and quality of care. Identifiable information is only disclosed when lawful and necessary, with any required approval or consent.
National clinical audits compare and improve care across services. Depending on the programme, data may include NHS number, date of birth and coded information about health conditions. NHS England and other authorised bodies may receive information under relevant national arrangements. 
10. Your data-sharing choices: Type 1 and National Data Opt-Out
Type 1 Opt-Out
A Type 1 Opt-Out tells your GP practice that you do not want confidential information from your GP record shared for research and planning. It does not prevent sharing needed for your direct care or disclosures that the law requires. Ask the practice for the NHS Type 1 Opt-Out form and return it to us. This choice is recorded by the GP practice.
National Data Opt-Out
The National Data Opt-Out limits the use or disclosure of confidential patient information for research and planning by NHS England and other participating health and care organisations, subject to legal exceptions. You make this choice through the NHS service, not by asking us to record it. Visit https://www.nhs.uk/your-nhs-data-matters/ or use the NHS App. You can change your choice at any time.
Neither opt-out stops information needed for your individual care, including referrals, prescriptions and necessary clinical recalls. The two opt-outs apply to different parts of the data-sharing system; you may choose either or both.
11. Digital providers and security
We use organisations providing software, clinical systems, communication and technical support, including TPP, Heidi and Abtrace. Where they process information on our behalf, we require appropriate contractual, confidentiality and security protections. We do not sell patients’ confidential medical information to advertisers or marketing companies. We review our suppliers and undertake risk assessments, including data protection and clinical safety assessments where applicable.
12. How long we keep information
We retain GP medical records in accordance with the NHS Records Management Code of Practice and other applicable legal and clinical requirements. Retention for temporary material in supplier systems may differ from the main GP record and is governed by the relevant contract, settings and retention schedule. We retain information only for as long as necessary or required.
13. Your data protection rights
Subject to the legal conditions and exemptions that apply, you may request access to personal information, correction of inaccurate information, restriction of processing, objection to certain uses, erasure in limited circumstances and, where relevant, data portability. You also have rights concerning qualifying solely automated decisions. Accurate clinical records generally cannot simply be deleted on request; disputed entries can be reviewed and, where appropriate, corrected or annotated.
You can request access via online NHS record services where available or by contacting the practice. We normally respond to a valid subject access request within one calendar month, subject to any lawful extension. Where processing relies on consent, you may withdraw that consent, without affecting earlier lawful processing.
14. Automated decision-making
Heidi produces drafts for review, and Abtrace helps identify patients who may be due a recall. We do not use these systems to make solely automated decisions that have legal or similarly significant effects on patients without appropriate human involvement. Clinicians remain responsible for diagnosis, treatment and clinically significant decisions.
15. Questions and complaints
If you have questions about your information or wish to exercise your rights, contact Springbank Health and ask for the Data Protection Officer, Information Governance Lead or Caldicott Guardian. We will investigate data protection concerns through our normal processes. You may complain directly to the Information Commissioner’s Office (ICO) at https://ico.org.uk or telephone 0303 123 1113. You do not have to complete an internal practice complaints process before contacting the ICO.
16. Keeping this notice up to date
We will review this notice when our systems, purposes, legal requirements or data-sharing arrangements change and will communicate material changes as appropriate. 

Publication and governance checks — not part of the public website notice
Confirm Barry Jackson (N3i) remains the appointed DPO, and publish appropriate direct contact information.
Verify exact practice address, general telephone and contact channels.
Heidi: confirm ambient versus dictation workflow; whether any audio playback storage is enabled; transcript/session auto-deletion setting; actual retention period; UK hosting, international transfers and model-training contractual terms.
Abtrace: confirm processors/subprocessors, hosting and any overseas transfers, exact SMS/response workflow, retention schedule and whether there are patient choice controls.
Confirm the specific research and national audit programmes to which the practice contributes and provide separate notices where needed.
Check wording against approved DPIAs, data processing agreements, records of processing activities and clinical safety cases.
Consider a separate website cookies notice for analytics or non-essential cookies, where applicable.
Remove this final reviewer page before publishing the public notice.
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